Internet Safety Policy 
Nittany Valley Charter School

Approved 8/21/2012
Introduction
It is the policy of the Nittany Valley Charter School to: (a) prevent user access over its computer network to, or transmission of, inappropriate material via the Internet, electronic mail, or other forms of direct electronic communications; (b) prevent unauthorized access and other unlawful online activity; (c) prevent unauthorized online disclosure, use, or dissemination of personal identification information of minors; and (d) comply with the Children's Internet Protection Act [Pub. L. No. 106-554 and 47 USO 254(h)].
Use of internet access is limited to educational purposes which include, but are not limited to, promoting educational excellence, resource sharing, facilitating innovative instruction and communication and preparing students to live and work in the 21st century by providing them with electronic access to a wide range of information and the ability to communicate with others within and outside the Nittany Valley Charter School.
The school reserves the right to restrict access to the Internet to those who fail to follow the policies or when, in its discretion, it determines that procedures are not being followed or the purpose of Internet access is not being achieved.
Definitions
Key terms are as defined in the Children's Internet Protection Act. Access to Inappropriate Material
To the extent practical, technology protection measures (or "Internet filters") shall be used to block or filter Internet, or other forms of electronic communications, access to inappropriate information.
Specifically, as required by the Children's Internet Protection Act, blocking shall be applied to visual depictions of material deemed obscene or child pornography, or to any material deemed harmful to minors.
Nittany Valley Charter School uses WebMarshal and the Marshal Filtering List.  WebMarshal  prevents students from accessing a large number of websites that have been categorized by the WebMarshal company as offensive.  It also filters newly launched websites and others that are not yet categorized using a heuristic analysis of site content.  This filter prohibits access to any website in the database or containing keywords with: (a) inappropriate language; (b) nudity; (c) sex; and (d) violence.
The NVCS technology staff can override WebMarshal’s filtering for an entire website or a specific page on a website.  The staff will only override after careful consideration.  

Inappropriate Network Usage
To the extent practical, steps shall be taken to promote the safety and security of users of the Nittany Valley Charter School online computer network when using electronic mail, chat rooms, instant messaging, and other forms of direct electronic communications. Specifically, as required by the Children's Internet Protection Act, prevention of inappropriate network usage includes: (a) unauthorized access, including so-called 'hacking' and other unlawful activities; and (b) unauthorized disclosure, use, and dissemination of personal identification information regarding minors.
Supervision and Monitoring
It shall be the responsibility of all members of the Nittany Valley Charter School staff to supervise and monitor usage of the online computer network and access to the Internet in accordance with this policy and the Children's Internet Protection Act.
Procedures for the disabling or otherwise modifying any technology protection measures shall be the responsibility of the Technology Director or designated representatives.
Adoption
The Board of the Nittany Valley Charter School adopted this Internet Safety Policy at a public meeting, following normal public notice, on August 21,, 2012.
